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A set of processes, tools, and strategies
used to restore systems and data to normal
operation after unexpected events such as

server failures or cyberattacks.
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Disaster Recovery (DR)

An actionable document outlining roles, steps,
and instructions for system recovery during a
crisis.
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Disaster Recovery Plan (DRP)

The organization’s overall approach to
responding to and recovering from large-scale
failures or disasters.
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DR Strategy

A formal decision to initiate recovery processes
following a disaster.
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DR Activation

Strategies and plans that ensure essential
business operations continue during a crisis,
including DR, communication, and personnel

management.
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ol gk gloj 1> Bgeuns ik> whilac gl
w316 g bl o slusl (595 DR

Business Continuity (BC)

Designing systems to remain operational and
accessible even when hardware or software
failures occur.
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High Availability (HA)

The maximum acceptable downtime before
systems must be restored after a disruption.
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Recovery Time Objective (RTO)
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The maximum amount of data loss a business

can tolerate, based on the most recent backup.
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Recovery Point Objective (RPO)

The process of automatically or manually
switching services from the primary system to
a backup system to maintain continuity.
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Failover

The process of returning operations from the

backup environment to the primary system
after recovery.
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Failback

Creating copies of data to restore in case the
original data is lost or corrupted.
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Backup

Storing backup data at a remote or cloud-

based location to protect against local
disasters.
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Offsite Backup

Simultaneously duplicating data across multiple
servers or regions to ensure availability and
faster recovery.
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Replication

Multiple fully operational environments that

handle live traffic simultaneously; if one fails,
others continue seamlessly.
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A partially running backup environment that S ololl Lo 1 it S, ebdos Lo
can quickly scale up during a failure. =232 U9 RO J WU T Active-passive (Warm Standby)
3950 2 douwldo gopw Ul Uloj 5 9
A standby environment that is inactive until a dlod . T
1310l b= jlo; as Jleo Lucin o
disaster occurs and then must be initialized S Ju}ﬁi Jf‘\L&:_b dLu)m"’J T Active-passive (Cold Standby)
and restored. - @031 HLjL d jLd g Sguu 0
A backup site with infrastructure ready for o3l il cubld ¢l gloj s aS Lol b J=e
use but not actively running until setup after a 953wy 2L 90590 b 5ale o 3 ol 3yl Cold Site
disaster. Soub gjllsly
A semi-prepared environment with partial joppBisads ks 2lio 20 L osloldass luzo
resources that can be activated faster than . elleaCatSiail & s soc Warm Site
; S Sllae C il SE | g MOl
a cold site.
A fully operational backup environment that lgi o dlaz) o 53 dS 03LoT (pholS Ly bouzo )
can take over instantly with minimal downtime. wannl 05 Lo 13 il (loj 3,50 juw 1 llnc Hot Site
Distributing resources and data across multiple J8iuo Lol délaio 3z j5 lvosls g gilio gujgs
geographic regions to prevent localized ol glddhio b mo glovuls 15 jl g pSolo sl Geographic Redundancy
failures. : T ST
Creating duplicate components or data to _l*)bblr,o)_'; o3l Jl"’bbblﬁslj'?_lum o 3Lz
maintain system reliability in case of failure. Jo P db i gl jlglisabl gl Lol Redundancy
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Regular testing and simulation of disaster scenarios to
.validate and improve DR effectiveness
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Testing & Simulation

Adetailed, step-by-step set of instructions for executing
.recovery and operational procedures
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Runbook

Using cloud infrastructure to store backups and perform
.rapid recovery during disasters
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Cloud-based DR

A DR approach leveraging cloud services for
scalable, cost-effective, and fast recovery.
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Cloud Disaster Recovery

Combining on-premises and cloud-based
infrastructure for flexibility, speed, and cost
optimization.
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Hybrid DR

Cloud-based DR services provided by third
parties to protect and restore data and
operations remotely.
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Disaster Recovery as a Service (DRaaS)

Evaluating threats, vulnerabilities, and potential
impacts to create an effective DR plan.
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Risk Assessment
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The process of restoring lost or corrupted data
from backups or redundant sources.
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Data Recovery

Restoring systems and data after ransomware
attacks, typically from clean backups.
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Ransomware Recovery

The organization’s ability to withstand
cyberattacks, maintain operations, and recover
critical systems quickly.
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Cyber Resilience
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